Serving Hong Kong

since 1950 B 5 & 18 R 7%

- . Security Tips

REZRT =
7 2% [l = /R {% i

1 Before confirming the Transaction Signing, please 1 ERRARZMERZBA > B NOREHERARZREES
carefully verify the Transaction Specific Information BLBANRSBEER (PIMKRAFORE) - Se cu ri tg
such as the beneficiary account number that has been PN ERZ RIS L AT ATNET -
entered into your Security Device. Never enter any _ L . fﬁ ]:I:'l_—lj
numbers that you are unfamiliar with. 2 MREREHEAMLBT RS BABFER 118
MEEBEY BIDRERTEFRBLS User Guide
2 If you are in suspicion of any unauthorized use of your 2818 0282 -

Personal Internet Banking account or aware of unusual
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pop-up screens, please report this to our Customer
Service Hotline on 2818 0282 immediately.

3 Do not disclose any Security Codes displayed on your
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Security Device to others under any circumstances. Our
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staff will never ask you for any information about the

Security Code or any Security Codes generated by the 5 REUREBEHEREM  URESKRFRES -
Security Device.
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4 Setting e-banking passwords that are difficult to guess
and different from the ones for other internet services. 7 TRHEZEFRTIRF » UREEBATEHNETR

AMERAEE -
5 Installing and promptly updating security software to

protect your computers and mobile phones.

6 Refraining from using public computers or public Wi-Fi
to access e-banking accounts.

7 Checking your e-banking accounts from time to time and
reviewing alert messages and statements issued to you

in a timely manner. Enquiry Hotline & & 43:

2818 0282

www.shacombank.com.hk/securitydevice
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To continue to provide a high level of secure
online banking services to our customers, we
are pleased to introduce you with our Security
Device. In addition to the two-factor
authentication feature, the Security Device
brings to you a much enhanced security to
authenticate designated online transactions
including fund transfers to non-registered
account(s) by performing Transaction Signing.
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- n Activate Security Device
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1 Login to Personal Internet Banking

2 Select “Personalization” > “Security Device” >
“Activate Security Device”

3 Follow the instructions to enter the required information,
then click the “Send” button :

(a) Your personal particulars as required

(b) The serial number shown at the back of the
Security Device

(c) The 6-digit Security Code generated by
your Security Device

4 You will receive an SMS on the registered mobile
number upon successful activation.
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—How to obtain a 6-digit Security Code?—
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Press (@ for 2 seconds and the 6-digit Security Code
will be generated automatically
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- E Use of Transaction Signing Function
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Transaction Signing involves a more protected authentication
process. To enjoy secure online transactions, you can
enter Transaction Specific Information such as beneficiary
account number, bill account number etc. on the Security
Device in order to generate a unique Security Code.

Online Transactions that require Transaction Signing include
but are not limited to :

® Fund transfers to non-registered account(s)
® Pay non-registered bills of designated merchant(s)
® Purchase of Bank Draft
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~— How to Perform Transaction Signing—
for Designated Online Transactions?
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@ Pressaon your Security Device until “-" is prompted
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@ Enter the Transaction Specific Information such as
beneficiary account number, bill account number,

etc.
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@ Press Qagain to generate a 6-digit Security Code
and enter it into your Personal Internet Banking to
continue the transaction
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