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SHANGHAI COMMERCIAL BANK

Press Release For Immediate Release

Notification of Fraudulent Websites

Hong Kong, 20 October 2026 — Shanghai Commercial Bank (the “Bank”) would like to alert all customers and
the public that the Bank has no affiliation or connection with the three fraudulent websites below which
impersonate the Bank’s internet banking login page.

“hxxps[:]//carousell[.]shop-service[. |cyou/merchant/bank-confirm/shacom/261782987”
“hxxps[:]//carousell[.]shop-service[. |cyou/merchant/bank-confirm/shacom/959410964”
“hxxps][:]//carousell[.]shop-pay[.]bond/merchant/bank-confirm/shacom/581561506”

Below is the screen shot of the fake internet banking login page:
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Please do not access our i-Banking services through hyperlinks embedded in e- T
mails or third party websites including internet search engines, suspicious pop- V"5
o

i ) Important Security Messages
Login Personal Internet Banking

up windows, or other doubtful channels. Under no ci

nces will our J
User ID: bank/agents/business partners or police etc. send e- with embedded
hyperlinks to transactional websites to customers, ask customers to provide - \
sitive ar it and sonal informati h as ID and password,
sensitive account and personal information such as user ID and passwor e~

update banking information or verify their accounts online via such e-mails.
Please contact our bank staff or call (852) 2818 0282 immediately if in doubt

Password: Change your password from time to time. Click here for more security tips.
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Customer Notice

Thank you for choosing our securities trading services

Forgot UserlD & Password? We have made continuous effort to provide you with professional and quality
securities trading services under the motto “For Personalized Service”. As such, -
we are pleased to launch the trading service for Virtual Asset Exchange Traded B B Welcome to use

Funds (VA ETFs) listed in Hong Kong Stock Exchange.

.
Please Click here for details. - &0 7‘5 E
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New User Registration Thank you for your continued trust in our Securities Services. Effective from _ iaM smart

23rd September 2024, our Terms and Conditions for Securities Services

i ("Terms") shall be revised
Register Now  [arante}

Please Click here for details.

Thank you for your continued trust in our Securities Services. As Hong Kong
Exchanges and Clearing Limited (HKEX) implements Severe Weather Trading
starting from 23 September 2024, our Bank has made arrangements
accordingly.

To facilitate customers to safeguard bank accounts,
starting from 24 March 2024 , customers can:

(i) view geographical location & device information and g
(ii) search for high-risk activities

via “Personalize > Enquiry > Activity Log” on Personal

Please Click here for details.

Customers and the public are strongly advised not to click on any suspected or fraudulent websites or hyperlinks
embedded in an email to access the Bank’s website or internet banking services. They should access the Bank’s
website by typing the official website address of the Bank: “www.shacombank.com.hk” in the browser address
bar.

The Bank has reported the case to the Hong Kong Police Force and the Hong Kong Monetary Authority, and will
take necessary actions to protect the interest of the customers, the public and the Bank. Any customers who have
provided their personal information to the fraudulent website or have conducted any financial transactions through
the fraudulent website should immediately call our Customer Service Hotline at 2818 0282 for assistance and
report to the Police.

— End —



